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As our UK audience is no doubt aware, the need to raise
awareness and understanding of proliferation financ-
ing (PF) within the private sector has never been more
urgent. It has been three years since FATF amended
its Standards' to require that Fls2 and DNFBPs3 take
sufficient steps to identify, assess and mitigate the PF
risks to which their businesses may be exposed.* Those
amendments were given legal force in the UK last year®:
as of September 2022, regulated entities must conduct
a PF risk assessment, and produce a copy to the relevant
supervisory authority on request.®

As a global leader in counter-PF efforts, the UK is among
the first to translate the amended Standards into domes-
tic law -but other jurisdictions can certainly be expected
to follow suit.” Even in the absence of legislative change,
rising regulatory expectations may well render PF risk
assessments a necessity in practice.® While institutional
understanding of PF risk may be relatively nascent, and
the regulatory guidance somewhat slim®, experts have
pointed to a number of factors that should be taken into
account when assessing potential exposure. This paper
provides a brief overview of the latest intelligence on the
subject, highlighting some of the key indicators that may
help inform assessments as to potential PF risk.

LIST OF ACRONYMS

AML Anti-money laundering

CDD Customer due dilligence

CTF Counter-terrorist financing

DNFBP Designated non-financial businesses
and professions

DPRK Democratic People's Republic of Korea

FATF Financial Action Task Force

FI Financial Institution

KYC ‘Know Your Customer’

MLR Money Laundering, Terrorist Financing

and Transfer of Funds (Information on
the Payer) Regulations 2017

MVTS Money or value transfer services
NRA National Risk Assessment

PF Proliferation Financing

TFS Targeted financial sanctions
UNSC United Nations Security Council
WMD Weapons of mass destruction

UNDERSTANDING THE THREAT ENVIRONMENT

This month marks one year since the relevant amend-
ments to the UK’s MLR came into force.” Those amend-
ments were expressly designed to align domestic leg-
islation with the FATF standards, and ensure that the
private sector takes sufficient steps to detect and pre-
vent the potential breach or evasion of targeted financial
sanctions (TFS)."

The underlying objective is, of course, not a novel one.
Along with AML and CTF obligations, PF-related TFS
have long formed part of the compliance landscape.
Unlike AML and CTF, however, PF has not typically been
viewed as a foundational aspect of the business-wide
risk assessment, but rather subsumed within the broader
sanctions ‘bucket’. As articulated in the UK’s first nation-
alrisk assessment (NRA) on PF, the amended regulations
represent a significant shift, elevating PF considerations
to now form a key component of any robust compliance
programme.”? The distinction is an important one: though
the UK’s approach to PF-related TFS has previously been
assessed as highly effective™, understanding of sanc-
tions obligations in the UK varies across industry™, with
uneven implementation among smaller banks, MVTS
providers and DNFBPs."® The amended regulations thus
seek to enhance that understanding - and, with it, com-
pliance.’®

Understanding and awareness gaps are of course not
confined to the UK."7 Indeed, as one expert has observed,
compared with money laundering and terrorist financ-
ing, PF is both harder to detect and less understood.'®
The immediate question is thus one of definition: What
is PF risk?

FATF STANDARDS

Under the FATF Standards, PF risk is narrowly scoped,
referring “strictly and only to the potential breach,
non-implementation or evasion” of TFS referred to in
Recommendation 7."° For the purposes of R.7, the rele-
vant TFS are those imposed by the United Nations Secu-
rity Council (UNSC) pursuant to its resolutions regarding
weapons of mass destruction (WMD), in relation to two
country-specific regimes: the Democratic People’'s Re-
public of Korea (DPRK) and the Islamic Republic of Iran.?°



BROADER PF RISKS

This qualified definition is not without its critics, with
some commentators lamenting the “missed opportunity”
to capture potential proliferators beyond those associ-
ated with the DPRK and Iran.?' At a national level, how-
ever, it would seem the utility of a broader remit has not
been overlooked. Several of the PF-centric NRAs to have
emerged since 2020 contemplate a range of potential
threat actors beyond the DPRK and Iran.?? This widened
lens carries important implications for the private sec-
tor.2® As one expert recently cautioned, “for the purpose
of their RAs, Fls should note that PF as defined by the
FATF may not articulate the full range of financial activi-
ties that may support proliferation.”?*

In some jurisdictions -including the UK?® - further guid-
ance on the parameters of PF risk may be found in local
legislation. In others, it remains a concept attended by
greater ambiguity. In the absence of any international
consensus, the definition established within the FATF
Standards arguably serves as the minimum threshold
for any institutional PF risk assessment.?®

The DPRK: The most significant PF threat on a global
scale

The DPRK currently represents the most significant PF
threat on a global scale. Though it is the target of mul-
tiple sanctions regimes worldwide, Pyongyang persists
in its efforts to advance its nuclear and missile weapons
programme.?’” Those efforts accelerated in 2022, with
the ballistic missile programme reaching “unprecedent-
ed intensity, diversity and operational capability”.?®

Sanctions have, by design, impeded the DPRK'’s access
to global trade and financial services, severely limit-
ing critical imports as well as the country’s ability to
raise revenue via legitimate means. The apparatus of
the State is thus heavily supported through both illicit
exports of coal -a primary source of income -and illicit
imports of refined petroleum products, essential for the
DPRK'’s military capabilities (as well as agriculture and
infrastructure). Movements of smuggled cargo are fa-
cilitated through ship-to-ship transfers, with the DPRK
having significantly increased its acquisition of vessels
in 2022.20

Additional illicit revenue streams include the sale of mil-
itary equipments?; the exploitation of overseas labours';
and malicious cyber activity, with a higher value of vir-
tual assets stolen by DPRK actors in 2022 than in any
previous year.®?

Iran: In the wake of the Iran nuclear deal

Iran has long provoked international concerns regarding
its nuclear ambitions. Though agreement was reached in
2015 that the country’s nuclear activities would remain
exclusively peaceful (the so-called 'lran nuclear deal'33),
implementation has faltered in recent years. Unlike the
DPRK, Iran does not possess nuclear weapons; however,
its stocks of enriched weapons-grade uranium are now
believed to have reached more than 20 times the agreed
limit34, and the country continues to develop its ballistic
missile capabilities.®®

Although on a smaller scale compared to the DPRK,
Iran relies on many of the same strategies and revenue
streams to advance its nuclear weapons programme.*®
Oil and other petrochemical exports create significant
income for the regime, while maritime links and net-
works of intermediary agents are relied upon to circum-
vent sanctions and procure controlled/dual-use goods on
the international market.®” Iran also raises funds through
the mining of virtual currencies.®®

RISK INDICATORS — WHERE SANCTIONS SCREENING AND KYC/CDD
CONVERGE

Though there is a dearth of public enforcement actions
in relation to PF*9, this is not indicative of untroubled wa-
ters.*® PF activity is both clandestine and complex, and
notoriously difficult to identify. Those challenges are
widely acknowledged - indeed, FATF has explicitly re-
jected a ‘zero-failure’ approach to PF mitigation, recog-
nising that even a robust compliance function may

fail.*' Such pragmatism does not, however, give grounds
for complacency. It remains incumbent on the private
sector to ensure that PF risk is both understood and mi-
nimised.



Critically, this is an exercise that necessarily extends
beyond sanctions screening and the question of wheth-
er a customer or transaction generates a match. To that
end, FATF*?, regulatory*, industry** and other expert
guidance?®® has highlighted a number of indicators that
may be relevant when assessing potential exposure
to PF risk. Some have a specific nexus to particular PF
threats, while others are of broad application. Moreover,
many extend beyond PF, and are already associated with
existing ML and TF threats. That overlap is unsurprising,
given that the same vulnerabilities that give rise to ML
and TF can also be leveraged by proliferators.*®

Reliance on the global commercial supply chain-and the
fact that most cargo is moved by sea*” -means that the
maritime sector is particularly exposed to PF activity.
Correspondent banking and trade finance play an inte-
gralrole in facilitating such transactions, rendering both
similarly vulnerable to exploitation. Much of the difficul-
ty inidentifying PF activity, however, arises from the fact
that it frequently resembles legitimate trade.*® Efforts at
weeding out proliferators thus demand a more rigorous
understanding of the customer profile and the transac-
tions in which they can be expected to engage.*

‘Red flags’ commonly (but not exclusively) associated
with PF activity are set out below. These represent just
a fraction of the risk indicators that have been distilled
from the intelligence available.

Transaction deals with dual-use goods or other con-
trolled commodities

Rather than buying off-the-shelf weapons, proliferation
networks are more likely to procure individual goods and
component parts - transactions which may appear in-
nocuous to those involved in the supply chain as well as
those processing payments.® The challenges in recog-
nising the potential proliferation purpose of an ostensi-
bly commercial transaction are well documented.' How-
ever, Fls and DNFBPs should nonetheless be cognisant
of the risk that such dual-use goods present.

Corporate customer is a shell or front company
Proliferation networks commonly operate through shell
and front companies, shielding their identities behind
corporate vehicles registered in jurisdictions not target-
ed by sanctions. The DPRK, for example, capitalises on
the marine industry’s complex ownership and operator
arrangements to obscure the involvement of designated
entities.®? Even when discovered (and designated), the
actors behind such vehicles often operate under new
corporate identities within six to 12 months of designa-
tion®® (though often retain the same addresses, phone
numbers or managers®4).

Corporate customer is involved in business events that
do not match the business description/profile

To avoid unwelcome scrutiny, proliferators rely on a
facade of innocuity, “hiding in plain sight amid a larger
global ocean of small and medium enterprises”.> Pur-
portedly legitimate commercial activities disclosed at
onboarding may thus not necessarily align with subse-
quent activity.

"EFFORTS AT WEEDING OUT PROLIFERATORS
DEMAND A MORE RIGOROUS UNDERSTANDING
OF THE CUSTOMER PROFILE AND
THE TRANSACTIONS IN WHICH
THEY CAN BE EXPECTED TO ENGAGE."



Transaction or goods are sent through another jurisdic-
tion without any apparent commercial reason

While transshipment is both a common and legitimate
aspect of global logistics, the volume of traffic through
such hubs poses special risks regarding the diversion of
proliferation-sensitive cargo. Third-party intermediaries
or transshipment points are routinely used to circumvent
sanctions and export controls, and obscure the ultimate
destination of goods.

Parties involved in the trade transaction are controlled
by the same individual(s)

A pattern associated with Iran’s illicit procurement is the
use of multiple companies located in differing jurisdic-
tions under the control of a common owner.%® A recent
case between OFAC and a US-manufacturer provides
an illustrative example. The UAE-incorporated subsid-
iary purchased commercial building materials from its
US-based parent, falsely stating that the goods were for
general inventory at the company warehouse in Dubai.
Once arrived in the UAE, the US-origin goods were com-
ingled with goods produced in Dubai and falsely rela-
belled as being of UAE-origin before being exported to

Iran.5”

The evasive tactics employed by proliferators reiterate
the insufficiency of relying on sanctions screening alone,
given that PF activity frequently involves actors well be-
yond those found on any sanctions list.>® This reinforces
the need to ‘know’ one’s customer, and interrogate those
transactions that are unusual or out-of-pattern, or which
appear to have no sensible business rationale given the
parties or jurisdictions involved. While no single indicator
is conclusive of PF activity, each may warrant additional
scrutiny when assessing the risk in relation to a particu-
lar customer, product or transaction.

CONCLUSION

The private sector has a critical role to play in ensuring
that its activities do not erode the integrity of sanctions
programmes and the policy objectives that underpin
them. Access to financial services is vital to the advance-
ment of proliferation ambition. Disrupting that access is
thus essential to global efforts seeking to stymie the pro-
duction of WMD.

Larger institutions may be exposed to PF activity given
the services they offer and the volume and complexity of
transactions they handle. On the other hand, smaller in-
stitutions may be vulnerable due to relative (or perceived)
weaknesses in their compliance regimes. No matter the
size, the regulatory and reputational consequences that
may attend a breach of TFS can be severe. In addition to
sanctions screening, effective PF mitigation necessarily
turns on the quality of KYC and customer due diligence
processes, as well as an understanding of the risks in-
herent to a particular product, transaction, industry or
jurisdiction. Prior to the 2020 amendments, only a limited
number of private sector firms had completed a PF risk
assessment.®® It is hoped many more will now take up the
mantle.
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